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Abstract
AI agents now test alternative plans by running untrusted code that
touches external services. Copy-on-write branches roll back files
and processes, but not pull requests, continuous-integration jobs,
cloud reservations, or notifications. The hard case is a branch that
must see a real service result before the system knows whether that
branch should commit. We argue for an OS-enforced externalization
barrier : a confinement boundary routing every externally visible
action from an exploratory process tree through a trusted mediator.
The mediator holds the credentials, hands each branch a handle
carrying its effect’s real result, and makes durable only what policy
admits. Losing effects are revoked, compensated, or recorded as
audited residual state. Prior effect-staging systems give cooperating
tool code a commit and abort lifecycle. An OS barrier enforces that
lifecycle below untrusted code, including the model-driven plan-
ner that picks the winner. We sketch Effect Domains, OS-managed
scopes for staging, observing, and committing external effects.

1 The Externalization Gap
Agentic systems such as coding assistants and computer-use agents
run code, call tools, open pull requests (PRs), start continuous-
integration (CI) jobs, and reserve cloud resources while trying can-
didate plans [9, 21]. Copy-on-write branch contexts let each branch
explore in a private workspace and cheaply revert local files and
processes [18]. However, a branch context is a local abstraction,
and an external effect is not local state.

Consider two branches fixing one bug. Each opens a draft PR
to trigger CI and reads the real verdict before deciding its next
edit. Only one branch should survive: its PR is published, while the
loser’s draft is withdrawn, its CI run canceled, and any notification
the provider already sent is left behind as an audit record. Local
rollback cannot do this. It never owned the PR, the CI job, or the
notification.

An externalization mechanism owes four duties to every exter-
nal action, the columns of Table 1. Attribution ties an action to the
branch that caused it, including when an adversarial descendant
issues it. Credential custody keeps the token out of the branch, so
an unauthorized call has nothing to sign with. A handle names an
effect staged by the mediator or the provider and returns its real
result, when one exists, without making the effect durable. Commit
releases one winner once selection happens. Existing abstractions
cover some columns and miss others. Branch contexts and process
sandboxes attribute an action to a branch but stop at the host-to-
service boundary, so no effect is ever staged or committed there. A
network-disabled sandbox avoids external effects and, with them,
the PR and its CI. Access gates hold credentials and refuse unau-
thorized calls [17, 22], but a refused call is not a staged one, so a
losing branch has nothing to read back or abort. Cooperative effect
runtimes such as Atomix and Cordon [4, 13] supply exactly the two

Attrib. Creds Handle Commit

Sandboxes, branch contexts [18, 19] ✓
Effect transactions [4, 13] ✓ ✓
Access gates [17, 22] ✓ ✓
Effect Domains ✓ ✓ ✓ ✓

Table 1: The four duties of §1: adversarial-descendant attri-
bution (Attrib.), mediator credential custody (Creds), handles
returning real results (Handle), and single-winner commit
below the planner.

columns the gates lack, a full stage/commit/abort lifecycle, but
only for tool code that opts in: a branch running git push, curl,
or a child process is outside the protocol, with nothing binding
credentials or branch identity beneath it.

Nor do they compose by stacking: a compensation library bolted
onto a sandbox and a proxy binds the duties only by conven-
tion, which adversarial code evades. We call the resulting task
the untrusted-externalization problem: confine an adversarial ex-
ploratory tree while letting it observe the real external effects policy
permits. The lifecycle itself is old, with reversibility tiers tracing
to Sagas [7] and try-confirm-cancel [8], and classic OS speculation
staging effects on a single trusted path [14, 15, 20]. What is new
is running it below untrusted code, so code that never joined the
protocol still cannot externalize without the mediator.

2 Effect Domains
Three pressures shape the abstraction. First, untrusted code is ev-
erywhere: agents run model-generated shell commands, third-party
plugins, and install hooks, and ingest content that can inject the
planner itself [6]. Runtime refinement can harden regenerated
code [10], but it cannot bound what that code externalizes, so con-
trol must bind every descendant at creation time, not at a tool API a
child can walk around. Second, branches need real results, whether
CI passed and which identifier a reservation got, and withholding
them defeats the exploration. Finally, effects differ in kind: a draft
PR can be withdrawn, a reservation canceled, an email not unsent,
and services fail, partly complete, or go stale between decision and
commit. Because services share no transaction protocol, someone
must supply a handler per effect type, revalidation for stale results,
and an audit record for what cannot be undone. A handler also
decides how staging touches the live service, since raw specula-
tive traffic trips rate limits and lets one branch’s provider-visible
state pollute what a sibling reads back: it can isolate the effect in a
shadow namespace, throttle it, or hold it until commit.

Effect Domains bind all four duties in one OS-managed abstrac-
tion. Each domain confines an untrusted exploratory process tree
and pairs it with a trusted mediator: the sole egress path, which
holds credentials and decides which effects commit. The premise is
a trust inversion we state as the externalization-authority principle:
model-driven components are prompt-injectable, so the authority
to make an effect durable must sit below them, in the OS beneath



Jinhao Hu, Bardia Mohammadi, Ashvin Goel, and Laurent Bindschaedler

the planner. Exploration is optional: a single untrusted agent is the
degenerate one-branch case.

Externalization barrier. The barrier confines a branch’s whole
process tree, so every externally visible action reaches the medi-
ator by one logical egress path below the planner. We call this
contract complete mediation: tool-call APIs sit too high, and raw
untrusted code walks around them. Meeting it by construction re-
quires default-deny confinement at the resource level, so a gap in
the egress path costs the branch functionality instead of handing it
an unmediated route. Holding that coverage as interfaces evolve is
open (§3).

Externalization handle. The mediator represents each staged
effect as an externalization handle: a typed, identity-bound record
naming an effect already staged with the provider and not yet
durable. Its reversibility tiers follow cooperative effect runtimes [4,
13]: buffered (held until commit, e.g., an outbound email), provi-
sional (provider-supported drafts, e.g., a draft PR or CI run), and
compensatable (undone by a follow-up action, e.g., releasing a cloud
reservation). The handle carries the effect’s real service result, but
the mediator, not the branch, decides its fate: revoke or compen-
sate on abort, release on a winning commit. An irreversible effect
that must return its real result admits no safe handle: exploration
works only for stageable and compensatable effects, and a truly
irreversible action stays a synchronization point. Unlike a capabil-
ity, which grants authority to cause an effect, a handle names one
already caused but withheld from durable release.

Interface. The barrier exposes one lifecycle at any placement.
open(policy) returns a confined domain whose credentials the
mediator holds. stage(d,e) stages effect e and returns a handle
carrying its real result. select picks the winning branch, commit
releases its admissible handles, and abort revokes or compensates
the rest, recording what cannot be undone as residual.

Two-level trust and the envelope. The enforcement substrate
and the mediator are trusted. Everything else, the planner included,
is untrusted and may collude to forge branch identity or externalize
an unauthorized effect. The split is between selection and commit:
the planner chooses which branch should win, and the mediator
releases that choice only if policy admits it, no other outcome con-
flicts, and revalidation still holds. Policy predates execution. Before
open, a trusted principal approves the effect-type handlers and the
domain’s policy, which enumerates the destinations, credentials,
and effect types a domain may commit. The mediator checks both
at staging and again before release. No running code can create
or edit it. What this buys is one integrity property, the envelope:
every effect a domain makes durable lies inside that policy, and
every effect of a losing branch is buffered, revoked, compensated,
or recorded as audited residual [2], whatever the branches and the
planner do. This is net-effect reversal, not erasure: the barrier rolls
back what becomes durable, never external history, and failed cross-
service compensation leaves audited residual [3]. It buys nothing
else, and the worst case is worth stating. Admissible outcomes are
unranked, so an injected planner is free to select the least useful
one policy allows. Confidentiality sits outside: a branch legitimately
reads back real CI logs and resource identifiers, and mediation does
not stop it encoding them into an admissible effect. The envelope
also bounds which effects commit, not how much irreversible risk
a tree may accumulate. We treat that quantity axis as a budgeting

problem in companion work [12]. The property is only as good as
its two premises: complete mediation and effect-type handlers that
achieve the reversal they claim (§3).

Example.We now walk the race of §1 end to end. open confines
each process tree, and the repository token stays with the mediator.
Branch A stages a draft PR: the mediator signs the call, records
the effect against A, and returns a provisional handle. Reading it
blocks until CI reports, then yields the real verdict, green, which A
uses for its next edit. Branch B gets red, then tries to curl its diff
to an outside endpoint. That call passes no tool-call monitor, but it
reaches the mediator, which has no policy entry for the destination
and denies it. The planner, possibly injected, selects A. Selecting is
all it can do: the mediator revalidates that A’s PR still applies to the
branch head, rechecks destination, credential, and effect type, and
only then publishes. It then walks B’s handles in reverse, withdraw-
ing the draft PR and canceling the CI run. The review-request email
the provider already sent enters the audit log as residual: nothing
can unsend it.

Placement. The barrier is an abstraction, not a placement: user-
space hooks, a kernel-backed mediator, and a microVM per branch
are candidate realizations, at increasing mediation strength. En-
forcement below the planner is already reachable in userspace, as
Sandlock shows with unprivileged Landlock and seccomp [19].
What differs is what each buys. Userspace egress filtering is a
denylist that new syscalls and side channels eventually evade,
whereas kernel interposition shrinks the trusted core and makes
coverage less dependent on convention. A confined process also
forks in about a millisecond where a Firecracker microVM needs
roughly 125ms and megabytes [1, 11], though that gap bites only
at fan-out we have not measured.

3 Open Problems
(i) Commit-time consistency. Services offer no transaction protocol,
so the mediator must run optimistic concurrency control against
them: record what each staged effect assumed, recheck it at commit,
abort when the world has moved. A cheap, provider-agnostic read
set is the hard part. (ii) Compositional commit. Releasing a conflict-
free subset of several surviving branches needs a notion of conflict
over external effects, on shared resources and quota, that local-state
merge does not supply. We are developing composition over nested
race and merge sets in the full Effect Domains paper. (iii) Speculative
isolation. Shadow namespaces and throttling (§2) trade fidelity for
isolation: which effects tolerate a recorded response is open. (iv)
Aborting cognitive state. Abort invalidates a branch’s authority, not
its memory: a branch that read a red CI verdict still carries those to-
kens after its draft PR is withdrawn, and wiping the context invites
it to retry forever. Handles give a hook, since the mediator knows
which context spans derive from which aborted effect, and harness-
managed agent state [5, 16] offers mechanisms to act on it. Whether
to invalidate, mark counterfactual, or summarize is open. (v) Effect-
type handlers. The practical crux: the OS cannot infer reversibility,
so someone must declare it, and whether agent tools converge on
reusable types decides whether the abstraction deploys. (vi) Confine-
ment completeness. Closing every externalization path by construc-
tion and keeping it closed as interfaces evolve. Confidentiality (§2)
compounds it: covert channels and provider-visible state sit outside.
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