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Abstract—Decentralized mathematics prediction markets
promise new forms of collaboration and incentive alignment, but
traditional requirements engineering methods fail to address the
unique governance, incentive, and security challenges of such
Web3 systems. This paper demonstrates how they can be ad-
dressed through a requirements-driven design of a decentralized
prediction market for mathematical conjectures, and proposes
concrete enhancements to existing frameworks. Our work deliv-
ers actionable guidelines for engineering secure, incentive-aligned
decentralized platforms, and sets a new standard for early-stage
RE in the Web3 era.

Index Terms—Decentralized applications, Web3, requirements
engineering, prediction markets, governance, incentive mecha-
nisms, security.

I. INTRODUCTION

The emergence of decentralized applications (DApps) pow-
ered by blockchain-based smart contracts has enabled new
forms of collaboration, governance, and incentive alignment
in open, trustless environments. A promising new direction
for such “Web3’ applications is Decentralized Science (DeSci),
where DApps are used to create incentive-aligned mechanisms
for supporting scientific endeavors. An exciting domain for
applying DApps in support of science is mathematics. That
is because, in mathematics, the ‘Oracle problem’ of assessing
the validity of a submitted contribution can be fully automated
thanks to the availability of automated proof checkers.

We hence envision a DeSci-oriented DApp that incentivizes
mathematical research by combining a proof checker with
a prediction market, allowing other participants to bet on
mathematical conjectures, thereby generating sustainable rev-
enue streams that can be used to reward valid contributions.
Designing such systems is challenging as it requires careful
consideration of governance, incentives, and security in a
distributed adversarial setting.

In traditional organizations, software development is often
guided top-down, with structured teams and requirements
engineering (RE) processes that translate organizational strate-
gies into concrete actions. In contrast, DApps operate in a
trustless, adversarial environment where governance is collec-
tive, incentives are encoded, and stakeholders are pseudony-
mous and distributed. These characteristics challenge many
assumptions underlying traditional and well-defined RE pro-
cesses for (open-source) software development.

Requirements-based design is critical in the Web3 context,
given the immutability of deployed smart contracts and the
adversarial nature of the environment in which they are
situated. Missing or misunderstood requirements can lead to
irreversible outcomes and systems that fail to serve their
intended purpose. Therefore, we have recently seen a surge in
research that re-examines RE frameworks, adapting them to
better accommodate the unique properties of Web3 systems.

In this paper, we present a requirements-driven approach
to designing a decentralized mathematics prediction market.
Our work is novel in its explicit focus on the RE process
for Web3 systems, with particular attention given to gover-
nance and incentive structures. We demonstrate that existing
frameworks are too implementation-focused to address the
early-phase security needs of such systems. To support our
claims, we analyze leading RE frameworks in the context
of decentralized application development. Overall, this paper
makes the following key contributions:

« A systematic comparison of leading requirements engi-
neering frameworks for Web3 systems, highlighting their
strengths and limitations.

« A requirements-driven analysis and design of a concrete
application inspired by a novel real-world use-case, a
decentralized mathematics prediction market.

o An assessment of leading RE4Web3 frameworks based on
this case study, which identifies critical gaps in current
approaches, and a proposal for an augmented RE4Web3
framework to address these shortcomings.

The remainder of this paper is organized as follows: Sec-
tion II presents relevant background on DApps and Web3 sys-
tems. Section III reviews the current literature on RE4Web3.
Section IV presents the requirements analysis for our envi-
sioned application based on a leading RE4Web3 framework
as identified by our earlier literature review, as well as an
analysis of critical elements these frameworks would have
missed. In Section V, we propose a new RE4Web3 framework
based on earlier work and extended by the gaps identified
in our analysis. In Section VI, we discuss limitations of the
present paper. Finally, Section VII summarizes our findings
and presents some directions for future work.



II. BACKGROUND ON DAPPS AND WEB3 SYSTEMS
A. Decentralized Applications

Decentralized applications (DApps) are software systems
built on distributed ledger technology, primarily blockchains.
They are characterized by their open-source nature, decen-
tralized control, and trustless execution. Unlike traditional
applications, DApps do not rely on centralized authorities.
These applications are a key component of the emerging Web3
ecosystem, often governed by immutable and self-executing
blockchain code, usually called smart contracts. A typical
DApp architecture consists of a blockchain backend, which
handles the application’s logic and state transitions, and a
user interface accessed via web or mobile clients. Well-known
DApps include Uniswap (a decentralized exchange) [1], Com-
pound (a lending platform) [2], and Augur (a decentralized
prediction market) [3].

B. Prediction Markets

Prediction markets are platforms that forecast outcomes by
allowing participants to place bets on the likelihood of future
events. These markets can leverage blockchain technology to
create open, censorship-resistant environments where incen-
tivized forecasting and collaborative problem-solving can take
place. Popular platforms such as Augur [3] and Polymarket [4]
enable users to create markets, trade cryptographic tokens
representing outcomes, and receive payouts based on event
resolutions.

The process typically involves four stages:

1) Market Creation: Defining the event and possible out-

comes.

2) Trading: Participants buying and selling shares.

3) Resolution: An oracle or consensus mechanism deter-

mines the outcome.
4) Payout: Distributing winnings to holders of correct out-
come tokens.

Despite their attractive promise, decentralized prediction
markets face several challenges, including ensuring sufficient
liquidity for active trading, mitigating the risk of market
manipulation, and maintaining reliable and tamper-resistant
oracles for outcome resolution. These challenges are amplified
in open systems where adversarial behavior and economic
incentives can interact in complex ways.

Prediction markets have also been proposed as mechanisms
for incentivizing the solution of complex problems by aligning
financial rewards with their successful resolution [5]. In such
settings, the market not only serves as a forecasting tool
but also as a platform for crowd-sourcing intellectual effort,
with participants betting on the difficulty of resolving specific
problems. This approach introduces additional design con-
siderations and the careful alignment of incentives to ensure
honest participation and the integrity of market outcomes.

C. Governance in Web3 Ecosystems

Governance in Web3 ecosystems refers to the processes by
which decentralized protocols and applications make collective

decisions, evolve rules, and manage upgrades or disputes.
Governance typically uses smart contracts and token-based
voting to automate proposal processes. Tokens often play a
central role in governance, serving as voting rights, proposal
submission collateral, or even as a means of funding protocol
development. However, token-based governance introduces
issues, such as the risk of plutocracy (where influence is
concentrated among large holders), voter apathy, and the chal-
lenge of maintaining credible neutrality in protocol upgrades.
Decentralized autonomous organizations (DAOs) exemplify
the ambition of Web3 governance, aiming to encode organiza-
tional rules and decision-making processes directly into smart
contracts, but must also deal with issues related to incentives,
participation, and resilience against adversarial actions.

D. Security Issues in DApps

Security is a paramount concern for DApps, given the
high-value assets and adversarial environments in which they
operate. Smart contracts are a frequent target for exploitation
due to their often immutable and transparent nature. Common
vulnerabilities include reentrancy attacks [6]-[8], where ma-
licious contracts repeatedly call into a vulnerable contract to
drain funds; integer overflows and underflows [7], [8], which
can lead to unintended state changes; and front-running, where
attackers exploit the public mempool of transactions that users
have submitted but not yet committed to the blockchain to
preempt or manipulate transactions for profit [9]. The ERC20
token standard, widely used for fungible tokens, introduces its
own set of permission issues, such as approval exploits and the
risks associated with unlimited allowances or improper use of
the transferFrom function [10]. These vulnerabilities have
led to numerous high-profile exploits [7], [8] and underscore
the need for rigorous security practices throughout the DApp
development lifecycle.

Beyond technical vulnerabilities in smart contracts, DApps
are also susceptible to economic attacks that exploit their
incentive structures. Sybil attacks, where adversaries create
multiple identities to gain disproportionate influence, can
undermine governance or market integrity [11]. Market ma-
nipulation, including wash trading or coordinated attacks on
oracles, can distort prices and outcomes, eroding trust in
the platform. Rug pulls are episodes where users suddenly
remove a large portion of funds, often leaving other users
with trapped liquidity. A particularly salient class of economic
attacks in blockchain systems is Maximal Extractable Value
(MEV), where validators or miners reorder, insert, or censor
transactions within a block to extract additional profits [12].
MEYV can have profound implications for DApp security, es-
pecially in applications where transaction ordering determines
the allocation of rewards. The exact nature of MEV usually
depends on characteristics of the blockchain, such as the
existence of a public mempool, as mentioned above.

Addressing security requires a comprehensive approach that
includes protocol design, incentive engineering and a first
assessment of security considerations. As DApps mature, an



adaptive, multi-layered approach to security becomes essential
to counter evolving Web3 threats.

III. REQUIREMENTS ENGINEERING FOR WEB3 SYSTEMS
A. Review of current RE4Web3 Frameworks

The proliferation of DApps as interdependent infrastructure
has introduced new challenges to the software development
process. Namely, managing governance, ensuring security in
an adversarial environment, and the absence of centralized
control [13], [14]. These considerations invalidate many of the
assumptions that underlie traditional requirements engineering,
particularly with regard to stakeholders, trusted third parties,
and Web3-specific concepts [15]. In response, recent efforts
have sought to adapt existing, or proffer new, frameworks bet-
ter suited to the development of DApps. We have conducted an
extensive review of recent RE4Web3 frameworks, summarized
in Table I.

Famideh et al. [15] conducted a systematic review of the
literature on engineering blockchain-based software systems.
They highlight the lack of standardized RE frameworks ca-
pable of addressing the unique characteristics of DApps. The
authors point to the predominance of ad hoc adaptations and
motivate the need for tailored RE frameworks to resolve the
“dire” problem of requirements analysis for Web3 systems.

Much research has explored the extension of traditional SE
techniques, such as goal modeling, domain-specific modeling,
and model-driven architectures, to the Web3 context. Chawla
et al. [16] propose User Requirements Notation, a combination
of Use Case Maps and Goal Requirements Language, to better
visualize scenarios and draw explicit connections to associated
requirements of the system. Porru et al. [13] similarly ac-
knowledge the need to adapt modeling languages to the Web3
context.

Among model-driven approaches, [17] propose eAOM as
a modeling language for blockchain applications. eAOM can
help capture complex agent interactions but remains ori-
ented toward high-level conceptualization and translation of
requirements to working code. Similarly, MDAsmartCD [18]
improves model-driven development frameworks for smart
contracts, focusing on model-to-code consistency. However,
the application of MDAsmartCD presumes formalized require-
ments, limiting its use for early-stage RE. Building upon this,
MDAPW?3 [19] addresses the broader DApp lifecycle, lever-
aging semi-automated code generation during development.
However, MDAPW3 emphasizes the design and implementa-
tion phases over early-stage RE.

Traditional SE practices have historically been centered on
code-centric and document-driven frameworks [20]. Marchesi
et al. [21] introduce ABCDE, an agile framework promoting
early goal elicitation and iterative development of Ethereum-
based DApps. Although ABCDE advocates responsiveness and
adaptability during development, it provides limited support
to capture decentralized governance structures, incentives,
and trust assumptions. Consequently, ABCDE only partially
addresses early-stage RE. Applied together with the BOSE
framework in [22], a clear and structured identification of

actors and smart contract interactions was shown to improve
system clarity.

Among the reviewed frameworks, CASCADE [23] is dis-
tinct for its explicit targeting of early-phase DApp devel-
opment. CASCADE integrates domain analysis, stakeholder
modeling, and conceptual design into a structured RE frame-
work. Furthermore, it places a strong emphasis on both
technical and non-technical stakeholder engagement. The au-
thors suggest a phased adoption of CASCADE for RE and
ABCDE for subsequent development and management. This
demonstrates the complementarity of conceptual and agile
frameworks for DApp development. From the perspective of
our intended case study, CASCADE is the best choice as a
RE4Web3 framework due to its broad scope and explicit focus
on the early-stage RE process.

TABLE I
SUMMARY OF RELATED WORK

Article Methodology Approach RE Stage
Famideh et  Systematic Literature synthe- N/A
al.  (2022) Literature sis
[15] Review
Chawla et Goal- User Requirements  Analysis
al.  (2020)  Oriented Notation for rea-
[16] RE soning about busi-
ness goals
Porru et al.  Exploratory Proposes new re- N/A
(2017) [13] study search directions
on 1184
GitHub
repositories
Waishiang eAOM Extended agent-  Elicitation,
et al. (2024)  Framework oriented modeling Analysis,
[17] Development,
Validation
Jurgelaitis MDAsmartCD UML-based Elicitation,
et al. (2023) modeling, Specification,
[18] automated model  Validation, and
transformations Management
Samanipour MDAPW3 BPMN Elicitation,
et al. (2025) requirements Specification,
[19] modeling, Validation, and
automated model = Management
transformations
Marchesi et ABCDE UML-based mod-  Partial Elicita-
al.  (2020) eling of contracts tion and Anal-
[21] and interactions ysis, Develop-
ment, and Val-
idation
Lallai et al. BOSE & DApp real-world N/A
(2020) [22] ABCDE case study
Bouraga CASCADE Structured RE for  Elicitation and
(2025) [23] DApps Analysis

B. Gaps in Current RE4Web3 Frameworks

Although several frameworks claim to address early-stage
RE4Web3, they do so from limited and often isolated perspec-
tives. CASCADE contributes a structured approach to concep-
tual modeling, but its emphasis on domain and stakeholder
modeling assumes a level of clarity often absent in nascent



DApp projects. More broadly, the reviewed frameworks ei-
ther adopt top-down abstractions that bypass early socio-
technical ambiguities or embed premature assumptions about
stakeholder roles, trust, and incentives. By socio-technical
ambiguities, we refer to the uncertainties that arise at the
intersection of social and technical dimensions in DApp de-
velopment—such as unclear stakeholder identities, undefined
governance structures, and competing incentives—which tra-
ditional RE approaches are ill-equipped to manage. This leaves
a methodological gap where clarity is needed: the collabora-
tive formation of requirements in conditions of uncertainty,
decentralization, and minimal a priori structure.

Through applying CASCADE to an envisioned DApp, we
identify concrete limitations and propose extensions that better
accommodate the distributed and strategic nature of Web3.
In doing so, our contribution is twofold: first, we evaluate
CASCADE in practice, and second, we advance contemporary
methodological approaches to early-stage RE4Web3.

The most important finding from our analysis is that current
RE4Web3 frameworks do not adequately consider security. In
CASCADE, security considerations are only briefly mentioned
as optional elements of the non-functional requirements and
project analysis. ABCDE explicitly includes a security assess-
ment phase and further refers to a separate paper by the same
authors [24] with more extensive security checklists aimed
specifically at Ethereum smart contract development. More
recent contributions that focus on security in the design stage
of Web3 development, without being full RE frameworks,
include SecBPMN2BC [25] for designing secure business
processes for blockchains; [26] and [27] suggest best practices
for designing secure and efficient smart contracts; [28] propose
best practices for smart contract testing, which can help
with improving security. The problem we find that those
contributions have in common with the approach suggested by
ABCDE and its security extension paper [24] is that they focus
on smart contract development. While secure smart contracts
are certainly a crucial and necessary aspect of Web3 security,
with smart contract vulnerabilities often being at the heart of
attacks such as the DAO hack, we find that security for Web3
systems requires a more holistic perspective. Specifically, our
analysis below shows that properties of the blockchain system
as a whole, such as the possibility of MEV, can allow for
attacks that can lead to losses for honest users of a DApp. The
possibility of attacks can undermine the economic rationale of
participating in the DApp and its ecosystem.

IV. REQUIREMENTS ANALYSIS

This section systematically analyzes the requirements for
the decentralized mathematics prediction market platform. We
generally follow the CASCADE framework, which we identi-
fied as the most suitable RE4Web3 framework for our analysis,
extended by a section to cover security considerations. The
CASCADE framework consists of four main components:
project, stakeholders, requirements, and governance, which we
discuss below.

We focus on a minimal viable product (MVP) design to
ground the discussion. Our MVP proposal excludes a native
protocol token and simplifies the market structure to a single
market per conjecture. Specifically, we only consider markets
that posit a conjecture under a given set of axioms and
that resolve whenever a proof in any direction (positive,
negative, or undecidable under the set of axioms) is provided.
This approach allows us to examine core requirements while
minimizing complexity. Potential extensions going beyond the
MVP design are discussed in the concluding section.

A. Project

The CASCADE framework identifies multiple components
within the Project category, such as the project team, roadmap,
strategy, funding, and user guides. The most important aspect
of our discussion is the Technology component. A decen-
tralized mathematics prediction market requires more than a
standard set of smart contracts typical for most Web3 projects.
The most crucial technological component is an automated
theorem verifier that can autonomously check proofs submitted
by users. Many systems for automated theorem verification
exist, such as Rocq [29], Isabelle/HOL [30], E [31], F* [32].
From our perspective, the most promising candidate is Lean4
[33], due to its popularity and ongoing projects to include
large parts of known mathematics in its mathlib library, a
prerequisite for proving theorems about more advanced areas
of mathematics.

B. Stakeholders

Identifying system stakeholders is an essential first step
to formalizing system requirements. Stakeholder identification
must also account for both technical and social actors. In the
language of the CASCADE framework, stakeholder modeling
involves five categories: Users, Nodes, Blockchain, Oracle,
and Devices. Our analysis identifies two principal stakeholder
groups—Solvers and Traders—which align most directly with
the Users category.

Solvers are expected to submit formal proofs for open
conjectures. They are central to the system and provide the
basis for market resolution upon submission of valid proof.
Their incentives for doing so are financial. Their rewards are
paid for by the revenue stream generated by the prediction
market. Due to the potential for MEV, Solvers are therefore
affected by security considerations. The role of Traders is to
express beliefs about the potential resolution of conjectures by
trading on the system. They serve a forecasting role akin to
participants in classic prediction markets. Again, the incentive
is financial. Traders are also sensitive to trust in the Automated
Theorem Verifier—which serves as the system’s Oracle—and
the credible neutrality of the system.

The proposed system is Blockchain-agnostic in principle. As
a reference, we consider deployment on Ethereum blockchain.
Ethereum is the first smart-contract-enabled blockchain and
currently the largest in terms of both market capitalization of



its native token and stablecoin supply'. Within the CASCADE
framework, this design decision concretely maps the Nodes
stakeholder role to Ethereum Validators, who are deterministi-
cally granted monopoly power over transaction ordering under
the Proof-of-Stake consensus protocol. This introduces new
security and incentive considerations, particularly in relation
to MEV and censorship.

The Devices stakeholder defined in CASCADE is not ap-
plicable in the context of the envisioned system, as there is
no reliance on hardware sensors or devices external to the
blockchain environment.

A contributing role is that of Market Creators, which may be
filled by Solvers, Traders, or external stakeholders. In the MVP
under consideration, this role is not financially incentivized,
in order to avoid added complexity and potential unintended
interactions in the incentive design. Further discussion is
provided in Section IV-F.

C. Functional Requirements

This section specifies the core features and behaviors that
the decentralized math prediction market must perform to
enable market creation, proof submission, betting, and reward
distribution.

FR-01 Market Creation: The system shall allow any user
to create a new prediction market by submitting a
conjecture and its corresponding axiom set.

FR-02 Proof Submission: The system shall allow users to
submit formal proofs for conjectures in active markets.

FR-03 Betting Mechanism: The system shall allow users
to place financial bets on the eventual resolution of
a market, corresponding to the truth status of the
conjecture.

FR-04 Automated Reward Distribution: The system shall
automatically distribute the market’s reward pool to
the first user whose submitted proof is verified as valid
under the declared axiom set and proof system.

FR-05 Market Resolution: The system shall automatically
resolve a market when a valid proof is verified or when
the market reaches its predefined expiration date.

FR-06 Market Status Visibility: The system shall provide
real-time visibility into the status of all markets, in-
cluding pending and resolved states.

FR-07 Market Discovery: The system shall provide a search-
able and filterable interface that allows users to browse
available markets.

FR-08 Proof Validation: The system shall reject proofs that
fail verification under the specified formal system and
shall prevent market settlement in such cases.

FR-09 Market Settlement: The system shall initiate settle-
ment by distributing payouts to traders based on their
positions, following successful market resolution.

Ethereum accounts for 50% of overall stablecoin supply according to
https://defillama.com/stablecoins/ and Ether has the second-highest market
capitalization according to https://coinmarketcap.com/ (both accessed May 27,
2025).

D. Non-Functional Requirements

This section defines the qualitative characteristics and con-
straints that the platform should satisfy to ensure its sustain-
ability, fairness, and effective operation.

NFR-01 Economic Sustainability: The protocol should not

require external capital inflows from parties who do

not expect to profit within the system. All reward
pools should be sustainably funded through user-
generated market activity.

NFR-02 Permissionless Access: The protocol should support
permissionless participation in all major interactions,
including market creation, proof submission, and
trading, without requiring authentication or central-
ized approval.

NFR-03 Efficiency in Reward Allocation: The system
should minimize fragmentation of solver effort and
reward pools by discouraging redundant markets
for logically similar conjectures, and should support
mechanisms for discovering unresolved, high-value
markets.

NFR-04 Scalability: The platform should support a growing

number of users and markets without significant

degradation in performance for core functionalities,
including market visibility and discovery.

Transparency: All protocol operations, including

market creation, resolution, and settlement, should be

transparent and auditable by any participant through
on-chain or verifiable off-chain records.

NFR-06 Credible Neutrality: The protocol should not fa-
vor any participant or group. In particular, ordering
mechanisms for solver submissions should be credi-
bly neutral to mitigate MEV-related manipulation of
the “first valid proof™ criterion.

NFR-07 Immutability of Market Rules: Rules governing
active markets should be immutable, and no changes
should be introduced that retroactively affect existing
conjecture challenges or market participants.

NFR-08 Verifier Auditability: The automated theorem veri-

fier should operate in a deterministic, reproducible,

and publicly auditable manner to ensure trust in
resolution outcomes.

Timeliness of Resolution: The protocol should guar-

antee that market resolution and settlement occur

within a bounded time window following either the
submission of a valid proof or market expiration.

NFR-10 Data Availability: All submitted conjectures, ax-
ioms, and proofs should be persistently accessible
and verifiable via on-chain storage or a trusted,
cryptographically anchored off-chain storage layer.

NFR-05

NFR-09

E. Governance

CASCADE considers two components of governance, To-
kenomics and Consensus. In line with our MVP approach, we
consider a design without a native token, so the main question
regarding Tokenomics is what token to use as the numeraire



token for making bets and paying out rewards. A stablecoin
token with a well-audited reserve seems to be the most
suitable choice here. One important implication of the MVP
design is that, in the absence of a protocol token, traditional
governance through token-based consensus/voting protocols
is not an option, at least with a decentralized design. This
is reflected by the immutability requirement above. Adding
a protocol token to enable governance and consensus-based
evolution of the protocol is an important point for potentially
expanding the protocol, but requires careful consideration of
the interactions between token-based rewards and potential
security concerns, as discussed below.

FE. Security considerations

As mentioned before, CASCADE provides no guidance
on how to include security considerations. ABCDE includes
security considerations in three phases, design, coding, and
testing, and proposes multiple proactive controls, the most
important of which - according to the paper and for our
analysis here - is to specify security requirements.

The most important security requirement for our proposed
system is that it should be resilient to attempts to exploit its
mechanics for gains. One facet of this resilience is already
captured by FR-04 Automated Reward Distribution: the
system should reward the first user to submit a correct proof
for a conjecture. The notion of first can create vulnerabilities
in the context of blockchains like Ethereum, whose design
includes a mempool of submitted transactions that have not yet
been added to the blockchain. Mempool transactions should
be considered public knowledge, and they can be copied and
added to the mempool by anyone. This creates a possible
attack vector by inserting a copy of a valid first proof with
a different recipient address than the rightful prover. Such
an attack would constitute an instance of MEYV, as discussed
in Section II. The exact nature of how MEV can or cannot
materialize depends on the blockchain design, and many
blockchain protocols are actively working on eliminating this
attack vector. But in the context of our proposed system,
such MEV attacks could critically undermine the entire raison
d’étre of the system - if users cannot count on receiving a
reward that should be rightfully theirs under the rules of the
system protocol, they no longer have an incentive to participate
in the ecosystem at all. This shows that MEV needs to be
considered in the system design. A blockchain that allows
MEV cannot be a sustainable home for the proposed system.
Not all blockchains have MEYV, but some important ones like
Ethereum do. So, if Ethereum in its current form were chosen
as the underlying blockchain, a different solution would have
to be found. Such a solution could consist of using a different
system, such as a Layer-2 blockchain or a centralized sub-
system, commit-reveal schemes [34], private mempools [35],
or potentially other solutions.

Another facet of resilience is that users should not be able
to earn rewards by spuriously creating conjectures for which
they already know a proof. Such behavior could amount to
a denial-of-service attack, and would degrade user experience

for other users in any case. Users who create spurious theorems
should at least face the risk of some losses so that at least the
expected value of such gains could be negative. In the MVP
design, this should be straightforward to achieve by having
some cost associated with the creation of conjectures, which
could also just be in the form of gas fees that would have to
be paid anyway on most blockchains. In designs that feature
inflationary rewards, as would be typical for many protocol
tokens, this requirement might require more careful calibration
of payout functions to ensure exploit resilience.

Our analysis has identified two facets of security vulnerabil-
ities that could lead to denial-of-service attacks or undermine
the economic rationale for participating in the ecosystem.
These vulnerabilities exist independently of the actual imple-
mentation of the protocol in smart contracts, which is the focus
of existing RE4AWeb3 frameworks. One of these vulnerabilities
is also specific to the Web3 context, and more specifically
to the exact blockchain being targeted for deployment of
the smart contracts. Together, these findings suggest that
security should be considered early in the RE process, and
that they should encompass a wider view than focusing on
smart contracts, taking into account as well features of the
blockchain such as MEV and how it may interact with the
incentive mechanisms or other higher-level design aspects of
a Web3 project.

V. SUGGESTION FOR AN AMENDED RE FRAMEWORK

Our analysis in the previous section showed that CASCADE
is generally a suitable framework for an early-stage RE4Web3
framework, but it lacks security considerations. We have found
that considering security at a later stage and focusing on smart
contracts, as exemplified e.g. in the ABCDE framework, is
not sufficient for avoiding potential vulnerabilities that could
emerge based on the economic design of the system or specific
features of the blockchain such as MEV. We hence propose
an extended version of the CASCADE framework that takes
these considerations into account.

We propose to extend CASCADE with security consid-
erations in three dimensions, at the system protocol, smart
contract, and at the blockchain level. By system protocol we
mean aspects of the application that are concerned with the
economic mechanism design and other considerations that sit
above the technical implementation. Such considerations may
include e.g. the potential for rug pulls; ways to rig token supply
or reward mechanisms that go against the spirit of the protocol,
as outlined for our example of the decentralized prediction
market in the previous section; flash loans, i.e. uncollateralized
on-chain loans that are repaid within the same block, may be
another potential source of vulnerabilities at the protocol level.
Security considerations at the smart contract level are well
covered by the ABCDE framework [21] and its companion
paper [24]. ABCDE foresees including security considerations
in three phases, design, implementation, and testing. The
suggestions by ABCDE for the design phase include careful
consideration of managing authorizations, planning of what
kinds of mutability patterns to use for smart contracts and
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Consensus ——® Proof-of-Work, Proof-of-Stake, Proof-of-Authority, or other
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interactions, minimization of dependencies (see ABCDE)
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> allow for exploitation of honest users

Fig. 1. Proposed framework for Web3 requirements engineering, based on CASCADE. The darker colored boxes correspond to the additions for security

considerations.

for payouts. They also mention the importance of assump-
tions about transaction ordering. These considerations can be
important for the viability of the project, as exemplified in
our example of a decentralized prediction market for math-
ematics. The exact mechanics of how transaction ordering
works depend on the blockchain, which is why we elevate
this consideration to make it a point of its own. Features of
the blockchain such as the existence of a mempool or private
mempools, the possibility of tipping miners to prefer blocks
can all have unforeseen impact on the working assumptions
of a Web3 protocol, and addressing such vulnerabilities may
require disruptive measures such as moving to a different
blockchain or Layer-2 system. For this reason, we believe

it is necessary to consider the interactions of blockchain
characteristics with the planned Web3 protocol early on in
the RE process.

Figure 1 shows our new extended framework, CASCADE+.
It extends CASCADE [23] by adding security considerations
at the system protocol, smart contract and blockchain level.
These security considerations may interact with other consid-
erations in the CASCADE framework, such as the blockchain
part of the stakeholder component or the technology com-
ponent. Our view is that security considerations should be
conducted as a major step of its own, because requirements
from a security perspective may be different than those from
a stakeholder perspective. Treating both considerations as first



class citizens allows for an iterated process to bring all these
components in alignment.

VI. LIMITATIONS

While our RE analysis provides a systematic foundation for
such a system, the proposed DApp has not been implemented.
Instead, it serves as a proof-of-concept to demonstrate the
applicability of existing RE4Web3 frameworks and to identify
their limitations in practice. Future research could evaluate
CASCADEH+ in three key ways. First, the MVP could be devel-
oped and deployed to validate the requirements identified using
the CASCADE+ framework. Second, CASCADE+ could be
applied to other prospective DApps across different domains
to assess the framework’s generalizability beyond the proposed
use case. Finally, CASCADE+ could be compared against the
other RE4Web3 frameworks identified in Section III.

VII. CONCLUSION AND OUTLOOK

In this paper, we have conducted an extensive review of
RE4Web3 frameworks. We have identified CASCADE [23] as
the most fitting for an early-stage requirements-driven design
analysis of a novel DApp, a decentralized prediction market for
mathematical conjectures. By applying the CASCADE frame-
work to a concrete project, we provide an evaluation of the
theoretical framework in a practical context. This evaluation
has shown that CASCADE is a useful framework for an early-
stage RE process for Web3 projects that covers all relevant
aspects in a structured manner - with one important exception,
namely the lack of security considerations. We have applied
a security analysis based on the recommendations of the
ABCDE framework [21], which naturally extends CASCADE
from the early-stage RE into the implementation phase. Our
analysis has shown, however, that even ABCDE’s security
analysis is too narrowly focused on smart contract implemen-
tation aspects. We have identified potential vulnerabilities that
need to be addressed in the design, stemming from features of
the blockchain itself, namely MEYV, or that emerge purely from
the system protocol design. These vulnerabilities could support
denial-of-service attacks or undermine the economic incentive
model of the system protocol. Addressing these vulnerabilities
may require choosing an appropriate blockchain or potentially
complex technical solutions such as a Layer-2 chain added
above the original blockchain. An analysis that focuses on the
smart contract aspects of the system implementation would
likely have missed these vulnerabilities.

Based on these findings, we have proposed a new frame-
work for early-stage RE4Web3, including a holistic security
analysis at the system protocol, smart contract, and blockchain
level. Our framework, CASCADE+, builds on and extends
CASCADE with these components. The security analysis at
the smart contract level corresponds to that of the ADCBDE
framework. We suggest extending the analysis to include
system protocol-level vulnerabilities, such as flash loans and
rug pulls, and blockchain-level vulnerabilities, such as MEV.
A full description of the extended framework is left for future
work.

Another aspect of future work revolves around the design
of the decentralized mathematics prediction market itself. We
have considered a minimum-viable product’ implementation
of such a system protocol for exposition purposes. Such an
MVP design could be extended in multiple directions in future
work. A critical limitation of the MVP design is the lack
of a protocol native token. Without a native token, there is
no clear mechanism for decentralized protocol governance,
which is necessary for evolving the project in the future while
maintaining its decentralized character. Introducing a token
requires essential considerations, such as the emission sched-
ule, potential uses and sinks for the token, and ensuring they
do not create vulnerabilities, e.g., by incentivizing unwanted
behavior. Another direction for extending the MVP system
protocol is to enable multiple markets per conjecture, e.g.,
providing separate markets for the different possible outcomes
of a conjecture (false, true, or undecidable under the given set
of axioms). Multiple markets may introduce the potential for
arbitrage opportunities, which should be carefully considered
in an RE analysis.
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